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Hello. Another week, another cyber attack. The car maker Jaguar Land Rover has been hit by a
major breach that forced it to halt production at two factories. | ask why multi-billion dollar
companies still fall prey to such hacks despite their strong cyber defences. Google has been
told to pay $425m in a US privacy lawsuit but it got off lightly in its landmark monopoly case,
some experts say. Lily Jamali unpacks the details. Plus, we look at sports TV piracy, electric
lorries and live translation tech.
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Why humans are the biggest cyber risk
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Car production at JLR's factories has been heavily disrupted since the attack was discovered on Sunday. Credit: Getty

The cyber-attack at the famous car maker Jaguar Land Rover this week was
audacious. Production at its two main UK plants was "severely disrupted”,
staff have been sent home and car sales affected. The hackers are now
extorting the firm for money, the BBC understands.

The group, who are thought to be teens calling themselves "Scattered Lapsus$
Hunters", were also behind a wave of attacks on UK retailers this spring that
caused similar chaos. So how have they managed to outwit some of Britain's
biggest companies?

Details of the breaches are still being investigated, but it seems in each case
the hackers penetrated company systems via phishing attacks - one of the
oldest techniques in the book, says Professor Alan Woodward from the
University of Surrey.

Phishing involves identifying staff who have access to critical systems and
tricking them into sharing log in details using bogus emails, texts or even by
swapping the sim card in their phone.

Once hackers are in, the company is often helpless, says Prof Woodward. The
British retailer M&S, which was hacked by Scattered Lapsus$ Hunters in
April, didn't realise until it was too late and saw its e-commerce systems
knocked offline for months.

The retailer Co-op and JLR, by contrast, worked out what was happening and
pulled the plug on their own IT systems, but while this kicked the hackers out
it still caused significant disruption.

Tackling a group like this is difficult because it doesn't appear to be a tight-
knit unit, but a loosely affiliated collective of people in different parts of the
world who met online.

Nor is there a technical solution to phishing attacks, which are about
exploiting human weakness.

The download: Firms may have to accept they will never outrun hacking
groups like this one - and a good cyber insurance policy is perhaps the best
defence.

TOP STORIES

World's largest sports
piracy site shut down

Streameast allowed millions of people to
access pirated streams of Premier League
football matches, Formula One races and
Major League Baseball games.

Read more >

Family criticises
ChatGPT's new controls

A family that alleges ChatGPT encouraged
their son to take his own life say that new
safety rules introduced by OpenAl don't go
far enough.

Here's why >

Mangione's likeness used
to model shirt on Shein

The fast-fashion firm is investigating how
an image of Luigi Mangione - accused of
murdering UnitedHealthcare boss Brian
Thompson - appeared on its site.

Read more >

What the Google monopoly
ruling means

A year after ruling that Google was "a
monopolist”, a judge has proposed a series
of remedies that some - though not
everyone - see as letting Google off lightly.

Here's why >

How Africa is trying to
close the Al language gap

Many African languages are mostly
spoken rather than written down, meaning
there's a lack of text to train Al chatbots.

Learn more >
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SOMETHING DIFFERENT

China shows off its high-tech arsenal

AJX-002 drone
A giant; 60-foot (18m) underwater
nuclear-capable unmanned vehicle

China's new AJX-002 submarine drone could possibly do surveillance and reconnaissance missions. Credit: Reuters

China unveiled a range of new military hardware at a massive parade that
many saw as a clear message to the US and its allies. Among the takeaways,
we saw new variants of missile such as the Dongfeng-61, which is capable of
carrying multiple warheads in its nosecone. There were also a wide range of
new drones, some of them Al-powered, although the one that stole the show
was the AJX-002 giant submarine drone (pictured). Find out more.

PODCAST PICK

Talking translation

The BBC tests the translation tech that is
making phone calls possible between
people who don't share a language.

And finally...

A tale of two Zuckerbergs. Over the summer, people around the world
complained about having their Facebook accounts arbitrarily banned and
struggling to get them reinstated. Now Mark Zuckerberg - no, not that one - is
taking action. A US lawyer with the same name as the Facebook founder is
suing the social media platform, arguing it keeps suspending his account
while falsely accusing him of "impersonating a celebrity”. Find out more.
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Football Extra newsletter

Get all the latest news, insights and
analysis from the Premier League, every
weekday to your inbox.

Sign up here

MORE BBC NEWSLETTERS

e World of Business: Gain the leading edge with global insights for the
boardroom and beyond, every Wednesday from New York. Sign up.

e The Essential List: The best of the BBC, handpicked by our editors, in your
inbox every Tuesday and Friday. Sign up.

e Football Extra: Get all the latest news, insights and gossip from the Premier
League, weekdays to your inbox. Sign up.

Thanks for reading Tech Decoded. We'd love to hear your feedback, good and bad — send it on
to tech.decoded@bbc.com.

If you know anyone who might like this email, please forward it on to them. And if you've been
sent this by a friend or colleague, sign up here so you don't miss an edition. While you're at it,
add techdecoded@email.bbc.com to your contacts list and, if you're on Gmail, pop the email
into your “Primary” tab for uninterrupted service.
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