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Hello. When a company is the victim of a ransomware attack, the official advice is not to pay

the hackers. Yet, faced with severe operational disruption, firms often do negotiate – the latest

being the company behind Canvas, the popular online learning platform, which was targeted

late last month. Below, I explore why it's such a dilemma and when, if ever, it makes sense to

pay. Plus, as the Musk v Altman trial wraps up, we look at five things we learnt from the case

and explore how smart glasses became a hit despite growing privacy concerns.

 

THE DOWNLOAD

A dilemma for CEOs: pay up or fight back?

Students at almost 9,000 universities worldwide were affected by the Canvas hack. Credit: Getty Images

The hack at Canvas, which began on 29 April, caused chaos for students at

thousands of universities and colleges worldwide.
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Many lost access to their work and some were unable to sit online exams. In

addition, the group claiming responsibility threatened to release data

involving around 275 million individuals unless the institutions paid a

ransom.

Faced with such pressure, it's perhaps unsurprising that Instructure – the

company behind Canvas – decided to reach an "agreement" with the hackers.

It said the gang had deleted the data and promised not to extort any students

or institutions, although there's no guarantee. Instructure admitted there was

"never complete certainty when dealing with cyber criminals". 

Law enforcement agencies such as the FBI have long advised victims of

ransomware attacks not to cave in to hackers' demands, arguing it just fuels

further attacks.

Yet faced with severe operational disruption, many feel they have little choice

– and paying may seem the more rational option given the potential cost of a

shutdown. 

Rob Demain, CEO at UK cyber-security firm e2e-assure, empathises with this

desire but says that victims who pay usually don't recover all their data and

are often hit by a second subsequent ransomware attack.

He told Tech Decoded organisations should only pay if there's a "genuine

incentive", such as preventing a risk to life or public safety.

Lawmakers want to crack down but are hesitant to bring in blanket bans on

paying ransoms. Instead, the UK plans to ban public institutions from paying

after a series of damaging attacks on hospitals, while the US strictly forbids

payments to state-sponsored hackers or those subject to sanctions.

Demain believes being prepared is the best protection, as it can significantly

limit the impact of an attack.

"What matters is how quickly you can detect and disrupt. By the time a

ransom demand appears on screen, the opportunity to limit the damage has

long passed."

The download: Organisations worried about ransomware attacks should

invest in cyber-resilience, ensuring they have strong detection, containment

and back-up systems that enable them to remain operational during a crisis.
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Claim, counter-claim and
tech's seedy side exposed
As the jury deliberates, Lily Jamali looks at

what we've learnt from Elon Musk's

lawsuit against OpenAI boss Sam Altman. 

Get the story >

WhatsApp launches
'incognito' chatbot feature 
Neither a user's messages nor the bot's

responses will be monitored if the feature

is turned on, but some have concerns.

Here's why >

Texas accuses Netflix of
spying on users 
The streaming giant has been sued over

claims it collects personal data without

consent, but Netflix rejects the allegations.

Learn more >

Thousands of Waymos
recalled over flood risks
It follows an incident in Texas where an

empty vehicle entered a flooded road and

was swept into a creek.

Get the story >

'I've seen workshops that
are nigh on dust-free'
From high-powered dust filters to

advanced safety features, tech has

transformed modern woodworking.  

Find out more >

TOP STORIES

 

18/05/2026, 17:19 BBC Tech Decoded

https://view.email.bbc.com/?vawpToken=ICY2FOCXSQEUDL52TPW5577VWM.60258&at_campaign_type=owned&at_medium=emails&at_object… 3/6

https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhffmaWPvS8kGHX3SDREvFI2yD53TRGfyqKnJ8GSqWilVcvZE6Qx0CbbDFGWfqOGKoyWMZeKdYqBvFYVg1UambQn5jiAM6ykf-heQ
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhgJa64OPkrWT7Y_NBXpXcF0b8qk0KvLSruyQEz_bUuxWgrVk1R56mY3D2yDwQF4yWh0KvUzy1VtHTBNyPRaGbZId-wa7AtNqX7lg
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhhMyrW6cXlKDYuQVVscTvfoc0cN8KHZLXSkKJFaDsULYLCSt5_VAaAPYphnRz-aoXo03n7G6dCYRbMrcv9fZiGubvdnJURgV10VA
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9Ojxhig9h0THljrNU4cKLCc44sD53k5iOljvYYlSPVrlVXGpEfVSm4rmZH0d7x2BfkS0nUjjWHo-iOD3HDoBCMg5236hIF1adM_pT6kQ
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9Ojxhjss3rL0OA_bXcKOr6Rh0S8PVL16-BvmnYZ2rw687MNP_6V_bRvd3jfpyPKB66fZU5YpG9mZThJxvNmsIyEZFCfQft36CSxOM9xw
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhkAonu3V36TlzWXVIGgszWfd1a7-gprTWckih0XUcxx0WUXWLIa09ky-Ea3Hk3igIXDJtv7R3wW6jCXWDJs-_FjKlybaGiSIjlBg
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhlFr6IoWZqFgv4mczmSdeykGkuz__rOXnhSMz1CkuaQuxGNE_BGKVP0K0_O0ae4addVVfB2CKyR7ghkaTTEKxNQ-SZqHEVErHWPg
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9Ojxhmg5tPdW2S8fXhkN4dBuZAC3tGx9lZTWiuaZuvyriX9IkCeZMl4oWb1GEZss3W5X49QLJsg0KTrCRk4tNAx3Ec1zgfIFR4frqB6w
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9Ojxhn3rWXhxeSwo-XoLBkByaHVkt-WQMpu8IjxxhBeI0K5cofLUmoSAnYFJGk3c4BkRslStHR-AlVFKrArLs014_G84r9-tZj5pBYsQ
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhozkFC_lyjCe72yZ2HxZEfNI9QW0mKxsjCOaDe4gOPq6-zjI2zCadGXuQ4jLWPC28eOzzZfzIiVGNhY_9Mb4eZi6lbN5paPOUQvg
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhppGcrHVciFWIEJaP7Udg6Wzh74__brCE5jETi1LfgwX9fXnmaGHpQzEWsqGCFkWRimAGMfU8VDO4nMN2RlSz3U8NQzUBO8dzFiA
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhppGcrHVciFWIEJaP7Udg6Wzh74__brCE5jETi1LfgwX9fXnmaGHpQzEWsqGCFkWRimAGMfU8VDO4nMN2RlSz3U8NQzUBO8dzFiA
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhqsxhZK86cgFZGWiEVJ0rJt9xE5fflzM-GQRSR6NTD3VwKBmQQzh_lu7zxjtG-6m8iMZnFFa3z-mU3j_g-sfsmzn2OHjsxPRqcLg
https://click.email.bbc.com/?qs=ABB7InYiOjEsImQiOjQ4ODB9AAYAAAAAAL9OjxhrvUJNHthBZj2cWV5Xnwp6utmAQ6n7_cfPo0LvE9lGejmmHax0KGAMNmqNX1VMXhUNvnofzvr9qd2zAWew_k1MwAoP76Esls3dVg


The AI pothole hunter
Drivers and cyclists know the dangers of

potholes, but a Swedish firm thinks AI

could help us avoid them.

Find out more

SOMETHING DIFFERENT

Smart glasses are a hit, despite the risks

Meta's Ray-Ban smart glasses are currently the most popular on the market. Credit: Reuters 

Privacy concerns about "smart glasses" seem to be mounting, with numerous

reports of men surreptitiously filming women while wearing the devices. Yet

some of the biggest technology companies in the world are poised to sell

many millions of pairs in the coming years. Kali Hays explores the risks and

benefits as this tech gains popularity. 

 

PODCAST PICK
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Thanks for reading Tech Decoded. We'd love to hear your feedback, good and bad – send it on

to tech.decoded@bbc.com. 

If you know anyone who might like this email, please forward it on to them. And if you've been

sent this by a friend or colleague, sign up here so you don't miss an edition. While you're at it,

add  techdecoded@email.bbc.com to your contacts list and, if you're on Gmail, pop the email

into your “Primary” tab for uninterrupted service. You can find all our newsletters here.

 

 

Follow us here

And finally...

Waymo has finally arrived in London, but not everyone is happy about it. The

driverless car firm apologised after one of its vehicles got stuck in a cul-de-sac

in the early hours, waking residents with a "ridiculous mixture of a reversing

noise and siren sound". Watch what happened here.

 

MORE BBC NEWSLETTERS

As a Tech Decoded reader, why not check out World of Business – packed

with global insights for the boardroom and beyond.
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